IIpunoxenue

IIpumepHbIii aaropuT™ aeiicTBUI NpH 00bsBJIeHNH «OnacHocTh ataku BITIJIA»

Chnavana mnepenmaercs enusablii curHan onacHoctu «BHUMAHHUE BCEM!»,
OCHOBHBIM CpEICTBOM JOBEACHHS KOTOPOIrO SBISIOTCA 3JIEKTPO-CUPEHBI (HEMPEPBIBHOE
3By4YaHUeE).

Venpimas CUI'HAJL, BKIIOUMTE paJdONpPUEMHHK, TEIEBU30p W IPOCITYIIANWTE
COOOIICHHE O CIOKUBLIEHCS CUTYALIMH U MOPSAKE JEHCTBUH.

HemennenHo mnpuBecTM B TOTOBHOCTh BCE PACIOJIOKEHHbIE Ha OMOBEIlaeMOn
TEPPUTOPUU Y3JIbl MPOBOJHOIO BEIIAHMS, PAJUO- W TEJEBELIATENbHbIE CTAHIIMM, OHJIANWH-
TPAHCIALMUA Ha MOOMIIBHOM YCTPONCTBE

CnocoObl  mosyuyeHus HHQOpPMALMU: TENEBUACHHE, TPOMKOTOBOPUTEIH, CHPEHBI,
paano, Ttenegon, CMC-cooluieHne, TMOABMKHBIE 3BYKOYCHJIMTENIbHBIE  YCTaHOBKH,
nH(pOpMAaIMOHHbIE TabJI0, COLUATIBHBIE CETH.

OkctpeHnyto uHbopmaimio 06 atakax BITJIA (B Bume yBemomiieHus) C IPUBS3KOM K
MYHUIIMTIAIBHOMY  00Opa30BaHUIO TOJIb30BATENIM  MOOWJIBHBIX YCTPOMCTB Ha  0aze
onepannoHHbIX cucteM Android m IOS Moryt moinyduth U3 MOOMIBHOTO NPHUIIOKEHUS
«MUC Poccum», KOTOpoe [OCTYMHO [JIsi OECIUIaTHOrO CKayMBaHUS B MarasMHax
npwioxenuit RuStore, Google Play, AppGallery u App Store. Ilonpo6HOE PyKOBOICTBO
MOJIb30BATENsl MO0 CKAYMBAHMIO, YCTAHOBKE W HCIOJIb30BAHUIO MOOWMIIBHOTO MPHJIOKEHUS
pasmeteHo Ha caiite MUC Poccum.

Ecnm Ha MoOMIIBHOE YCTPONCTBO MOCTYITHIIO COOOIICHHE 00 OOBSIBICHUU OMACHOCTH
ataku BILJIA, 3To o3Hadaer, yro BOIM3H rpaHul; OMCKOM 00JacTH BO3MOYKHO HAXOXIECHUE

BITTA. Bce cnyxObl IPUBOJATCS B PEKUM MOBBIIIEHHON TOTOBHOCTH.

IIpu o0bsiBiaeHnu «OnmacHocTh aTaku BIIJIA»:

OpraHu30BaTh OIOBEUICHHE IIEPCOHANA, NPOXKUBAKOIIUX W TOCETUTEIEH dYepes
JEKYPHBIN MTEPCOHAIL, WJIK IO CUCTEME TPOMKOTOBOPSLIEH CBA3U YUPEKIACHUM;

MPEKPaTUTh y4E€OHBINM MPOLECC, «TUXUU Yac», 3aBEPIIUTh MPOTYIKY B YUPEKICHHUU
JJ1s1 HECOBEPLICHHOJIETHUX;

3aKpBITh OKHA (IITOPBI/XaTi031) B KAOMHETE/TPYIIIE;

10 BO3MOKHOCTU OTKIIFOUUTH JIEKTPONPUOOPHI, OTKIIFOYUTH OTOMUTENIbHbIE MTPUOOPHI;



B 3aIIUTHBIX COOPYXEHUSIX TpakaaHCKod 00opoHsl (nanee - 3CI'O), 3armyOiaeHHBIX
MOMEIIEHUSIX TOJ3€MHOr0 MPOCTPAHCTBA (B COOTBETCTBUU C MyHKTOM 3 IlocTaHoBIeHUs
[TpaButensctBa Poccuiickoin @epepanuu ot 29.11.1999 Ne 1309 «O mnopsiake co3naHus
yOEXKHUIIl U UHBIX OOBEKTOB TPa)KJaHCKOW OOOpPOHBI») M 30HAX OE30MaCHOCTH (TTOMEIIECHUS
BJlaJii OT OKOH Y HECYIIIMX CTEH 3/1aHus Ha 1 3Taxe);

OTpEeNeNIUTh BHYTPEHHUE KOMHATBI JUISl YKPBITUS C HECYIIMMH CTEHAaMHU, €CIIU BCE
KOMHATBI BHEIITHUE, YKPBITHCS MO/ JICCTHUYHBIMU MPOEMaMU;

€CJIM M3BECTHO, C KaKOW CTOPOHBI BEAETCS 0OCTpes, TO BHIOpATh Cambie YJaJICHHBIC
MOMEIIEHUS C MPOTUBOIOJIOKHONU CTOPOHBI;

CECTh Ha TOJI Y CTeHBI, OKHA 3aKPBITh MAaCCUBHON MeOebi0, HAOUTOM MJIOTHO BEIaMU,
nankamu, Oymaromu;

OpraHM30BaTh  TMEpPEeMEIICHUE  HETPAHCHOPTAOeIbHBIX  TMPOXKUBAIOIIUX  HA
(GYHKIIMOHAIBHBIX KPOBATAX W OKA3bIBAIOIIUM WM IIOMOIIh MEIUIIMHCKUM TIEPCOHAT B
KOpHUA0p 0€3 OKOH Y HECYIIUX CTCH 3/IaHuUS;

Opy HAXOXKJACHUM TIEpCOHaja M MPOXKUBAIOIIMX YUYPEKICHUS BHE 3/aHUS Ha
npuJieraronieil TeppuToprur He0OXOAMMO HEe3aMeIUTEILHO BEPHYTHCS B IOMEIICHUE;

Opy BO3HUKHOBEHHUM B TMOMEHICHUSX 00pa30BaTEIbHOTO YUYPEKIEHUS OYaros
BO3rOpaHusi, HEOOXOAMMO OpPraHM30BaTh JUKBUAAIMIO TEPBUYHBIMU  CPEIACTBAMU
MOXKapOTYIIeHUs U BeI3BaTh nojpasaeneanss MUC Poccun no tenedony 01.

[Tenarory/BocnuTaTeI10/COMPOBOKAAIONIEMY J1€TCH/MHBAINIOB:

- HaXOJIUTHCSA C MOOWIJIBHBIM TEIE(POHOM JUIsl TOTyUYEHUSI KOPPEKTUPOBOK JCHCTBUM;

- BECTH ce0sl CIIOKOWHO, YBEPEHHO, HE JIOMYCKasl TAHUKHU CPEIH MOJOTEUHBIX, IOMOTras
CIIPABJIATHCS C HETATUBHBIMU AMOIIHSIMU;

- 0Xuaath cooOmeHnuss 00 OTMEHE ONacHOCTH B 3JaHUH 00Pa30BATEIHHOTO
YUPEKICHHUS;

MEPCOHATY ¥ TIPOKUBAIOIINM 3aIPEIICHO MTOKUIATh YKPBITHS 10 00bsiBieHus: «OTOOM
omacHocTu BITJIA¥;

3ampeniaeTcsi MoJb30BaThCs TN(PTOM M 3aKpHIBATh IEHTPATBHBIC BXOJBI YUPEKICHUMA,
a TaKXKe IBAKyaI[MOHHBIC BBIXOIBI.

IMoaxoauTh K OKHAM KaTCropniecCKu 3anpemeH0!



IIpu o0bsiBiIeHNH «OTOOM onacHocTu BIIJIA»

OpraHM30BaTh OMNOBEIICHHE NE€PCOHAJa YUpPEXKACHHS U O00ydarouuxcs dYepes
JEXYPHBIN IIEPCOHA WK 10 CUCTEME I'POMKOIOBOPSILEN CBA3H;

OCYLIECTBUTh OPTraHU30BAHHBIM MOATANHBIA BBIXOJ M3 YKPBITHSA IOCIE MOJY4ECHUS
KOMaH/Ibl OT PYKOBOJUTEISI/3aMECTUTENSI PYKOBOJUTENS YUPEIKICHUS.

M0 MPHUOBITUU B yueOHOE yupexaeHue (3JaHHUe YLETeNn0) 3aHsATh CBOU yuyeOHbIE MecTa
U JOJIOKUTh JUPEKTOPY (3aMECTUTENIO AUPEKTOPA);

B JAJIbHEHIIIEM JIEWCTBOBATH 110 YKA3aHUSAM PYKOBOJCTBA YUPEKIACHUS.

B cnywyae mnpunera paketst (BIIJIA) (o6momkoB paker (BILJIA)) Ha Tepputopun
YUPEKIACHUS:

HE3aMeIJTUTENbHO MH()OPMUPOBATH O MPOUCIIECTBUH ONEPATUBHBIE CIYKObI OMCKOM
o0nacTy;

HE3aMeITTUTEIbHO HH(OPMUPOBATH O IPOUCIIECTBUN BHIIECTOAIINNA OpTraH;

OpraHu30BaTh MEPOINPHUATHS 10 HEAONYIICHUI0 HaXO0XKJICHUS pPaOOTHUKOB U
NpOKUBAIOIIUX yupexaeHus Ha Mecte nageHus BIIJIA (o0i1oMkoB pakeT) U obecrieueHUs
J0CTyTa K HEMY OIIEPAaTUBHBIX CIYXk0;

PykoBoauteins 00pa30BaTEIBLHOTO YUPEXKICHHUS HECeT IIEPCOHAJIbHYIO
OTBETCTBEHHOCTh 3a OPraHU3ALMI0 BBIOJIHEHUS MEPONPUATHN IO YKPBITHIO IEPCOHANIA U
00yJaromuxcs.

3a01aroBpeMeHHO PEKOMEH1YETCS:

IIPOBECTH MTPOBEPKY CUCTEMY OIOBEILEHUS YUPEKIACHUS;

0o0ecneunuTh JAOCTYIMHOCTh YKPBITHH, COOPYXEHUI MOA3EMHOr0 MPOCTPAHCTBA M 30H
6e3o0macHOCTH 00pPa30BaTENBHOTO YUPEKACHUS;

YCTaHOBUTh HWH(OPMALMOHHBIE YKa3aTeId O MECTE€ pacIoOJIOKEHUsI YKPBITUH,
3aIATHBIX COOPYXEHUI MOJ3EMHOI0 IPOCTPAHCTBA U 30H 0€30MACHOCTH 00Pa30BATENBHOIO

YUPEKICHHUS.



